Math 626, Cryptography.

Course Description 

The mathematics behind modern cryptographic algorithms and attacks.

-Some history of cryptography, linear cryptosystems, the attack on the

Enigma cipher. 

-Review of solutions of the Euclidean algorithm congruences mod n,

Chinese remainder theorem, the Euler phi function, Euler's theorem.

-the RSA cryptosystem for message transmission, key generation and

digital signature.

-the knapsack cryptosystem and attacks on it.

-the McEliece cryptosystem using error correction codes, and attacks.

-algorithms for primality testing, algorithms for factorization using

factor bases, computation of discrete logarithms.

-The Data Encryption Standard and its replacement, the Rijndael

cryptosystem.

-some fundamental theory of algebraic curves, elliptic curve

cryptography.

-other cryptographic protocols

Required Text: A Course in Number Theory, N. Koblitz, Springer GTM, 1994.

Sections covered: Almost all.

Required Course Reader: Articles on  the Data Encryption

Standard, the Rijndael cryptosystem, the McEliece cryptosystem,

attacks on the knapsack system,  computing discrete logarithms.

Computer Programming: Basic experience with Maple is recommended.

Simple exercises and implementation of algorithms will be done in

Maple.

Prerequisites:  Math 522, Number Theory, Math 521 Ahstract Algebra,

Math 524 Linear Algebra, Math 241 Maple Workshop.

Web page of most recent course:

http://www-rohan.sdsu.edu/~mosulliv/Courses/crypt03.html
